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IPconnect 
for Nov
ell
 
Quick Install Guide



This document is a guide to connecting your NetWare 3.x or 4.x file server and clients to the Internet through an Internet Service Provider (ISP) and will take you through this process in an easy-to-follow manner 

��	Before you Begin



Take a moment and read this entire guide before you start loading any software.  



First determine the correct IP addressing information for your network.  The following figure shows a simple network layout.  We will refer to this layout for the remainder of the installation as an example.  It consists of the NetWare file server, two NetWare clients and a WAN router (using a dial-up PPP connection and a modem or an ISDN, Frame Relay or Leased Line router connection) to the Internet.  





�

�



�

The IP addressing information you use here is very important. If you are unsure of the correct values to use, see the on-line help manual for a detailed discussion of IP addressing.



�

You will need to assign the following information before you start installing the software.





�Authorization Key :	

The Authorization key from Puzzle Systems.  Contact us to receive your authorization key.





�IP Host Name :		

The IP Host Name your server will be known as.  It is a good idea to set this to your NetWare server’s name, e.g. ‘nwserver.acme.com’.





�Domain Name:

The Domain Name for your organization, e.g. ‘acme.com’.  This domain name should already be assigned to you.





�Local IP Address :	

The Local IP Address for the NetWare Server.  This address does NOT have to be an Internet-legal IP address.  This IP address is either already assigned to you by your ISP. If you do not already have TCP/IP on your local network, you can use the default IP address “200.1.1.1”.  This is what we will use for the rest of this document.



�Modem COM Port :	

The COM port the NetWare file server’s modem is installed on.  For best results, we suggest you use an internal modem.  





�Modem Speed :	

The baud rate to use with the modem.





�ISP Name  :	

The name of your primary Internet Service Provider.  Please enter in a one word name for your ISP.  This will be used as a phone book entry for your default PPP connection.





�ISP Phone # :	

The phone number of the ISP’s PPP dial-up modem.  Enter the complete phone number for the NetWare server’s modem to dial.  Include any prefixes necessary for the modem to dial to get an outside line.





�PPP Acount Name :	

The users name for the PPP account.  





�PPP Password :	

The users password for the PPP account.  





��SMTP IP Address :	

The IP address of the ISP’s SMTP server.   An IP address is requested to reduce the PPP connection requests.  All outgoing mail will be sent through this SMTP server.



�POP3 IP Address :	

The IP address of the ISP’s POP3 server.   An IP address is requested to reduce the PPP connection requests.  You can configure IP Connect to download your domain’s mail from this POP3 server.



�DNS IP Address :	

The IP addresses of the ISP’s DNS server.   An IP address is requested to reduce the PPP connection requests.  IPconnect will use these servers to resolve Internet host names.



��	Load NetWare TCP/IP

�If you already have TCP/IP running on your NetWare file server skip this section.





Before loading TCP/IP on your NetWare file server you will need to have loaded a LAN interface driver to bind to.  This driver needs to be loaded with the ETHERNET_II frame type.  Most NetWare servers do not have the frame type already loaded, so you will probably need to add this frame type for your LAN card. Your AUTOEXEC.NCF file should contain the LOAD command your system is already using.  Assuming your card is a SMC8000, and your current LOAD command for this card is :



 > LOAD SMC8000 PORT=300 FRAME=ETHERNET_802.2



Issue another load statement such as :



 > LOAD SMC8000 PORT=300 FRAME=ETHERNET_II NAME=IPNET



This is just an example. You will need to issue a LOAD command appropriate for your hardware and board settings.  The “NAME=IPNET” gives this frame type on this network interface card a unique name.



To load TCP/IP on the NetWare server, all you need to do is



      > LOAD TCPIP FORWARD=YES

      > BIND IP TO IPNET ADDR=200.1.1.1



In this example, we are binding TCP/IP to the LAN device with the name IPNET as is shown in our LOAD command above.  This example uses the IP address of 200.1.1.1. You should use your Local IP Address for the NetWare server.  This is the Local IP address given in the ‘Before You Begin’ section.



TCP/IP is now loaded and running on the NetWare file server.



��	Install IPconnect



Insert the SoftNet IPconnect installation CD-ROM in the system and run D:\SETUP from the Windows’ program manager.  The Installation program will ask you for the Authorization key from Puzzle Systems, and the directory to install IPconnect to.   Choose a directory on the same NetWare file server’s SYS volume.  Once the IPconnect files are copied to the target directory, the installation program will ask you for information on your NetWare server and your Internet Service Provider (ISP).  Use the information from the ‘Before You Begin’ section.



Once the Installation is complete you can use the “IPConfig” icon to further configure IPconnect.



��	Load IPconnect



On the NetWare file server console enter the following command,



	> IPCNT



This will load several of the SoftNet IPconnect server functions, including the INET, MAILD, and PPPD servers.  



�

�	Ready, Set, Test!





�	Use Ping at the NetWare client to check the connection to the NetWare file server.  You should be able to ping the NetWare file server by it’s IP Address, (i.e. 200.1.1.1).  If this does not work check the following items :



The NET.CFG file on the client.  (See the Trouble Section below.)

That both the NetWare client and server are on the same network segment. If they are not, then check the IP Addressing and routing.

That the NetWare server has TCP/IP bound to the correct LAN driver and frame type.



Use ping on the NetWare server to ping the client and other IP servers.  On the NetWare server console use :



      >  LOAD PING 200.1.1.80



to check the TCP/IP on the Server.





�

To setup the Netscape mail reader go to the options/Mail and News Preferences … section, then choose Servers. Set the Outgoing Mail (SMTP) server to your NetWare server’s IP address.  Set the Incoming Mail (POP3) server to your NetWare server’s IP address.  Set the POP user name to be supervisor. Set the password to the supervisors password.  Select the “Removed from the server.” Option box.  Then �select the Identity section.  Set the “Your email”  and the “Reply-to Address” to supervisor@domainname.  Use the domainname which was given in the ‘Before You Begin’ section..  



Now, use the “File/Get New Mail” function to check for incoming mail.  There should be a new mail message for you.  Use the “File/New Mail Message”, and try sending a mail message to yourself, supervisor, or supervisor@hostname, or supervisor@domainname.





�

�	Surf!



Now use your web browser to check out Puzzle Systems home page.  Point your browser to http://www.puzzle.com/ and check out our latest home page. 



��	Where to go from here.



Once your are connected, you may need to fine tune the modules to better meet your needs.  Use the “IPconfig” program to continue configuring your server.  Use the IPconfig on-line “Users Guide” document for a complete description on using IPconfig.  Use the IPconnect Technical Reference manual for a complete description and guide to the IPconnect modules. 



Don’t forget to send us an Email or visit our Web Site to register your copy of IPconnect.  Include in your Email the following information: your Name (or appropriate point of contact), job title, Company/Organization, street, city, state, country, postal code, phone and Email address.



IMPORTANT NOTE: If you are using a standard network router instead of IPconnect’s dial-up PPP router or you have another unique network configuration, please visit our web site (http://www.puzzle.com/) and go to the “White Papers” section for further information. In addition, you may also contact Puzzle Systems’ technical support for additional instructions
 at (408) 778-6966 or at support@puzzle.com
.

���	Trouble





Can’t ping from any local client to the NetWare file server.  



Check to insure that TCPIP is loaded and bound to the correct Ethernet driver, with a frame type of ETHERNET_II.  See the “NetWare TCP/IP” section of the IPconnect On-line Technical Reference manual.



Insure that the IP address for both the client and the server are correct and legal.  See the “Getting Started” section of the IPconnect On-line Technical Reference manual.



Can’t ping from the NetWare server to an Internet server.  



Check that the PPP dialer can access and connect to your ISP.  Use the “PPP DIAL” console command to manually initiate a PPP connection.  See the “PPP Interface Driver” section of the  IPconnect On-line Technical Reference manual.



Mail sent to local users  is not received by the users.  



Check that the mail server host aliases lists your mail server’s name.  See the “Internet Mail Server” section of the IPconnect on-line “Technical Reference” manual.



Mail sent to Internet users  is not received by the users.  



Check that the mail server relay host is set to your ISP’s SMTP server address.  If it is set to an IP host name, make sure that the host name is in the /etc/hosts file.  See the “SMTP Server” section of the IPconnect On-line Technical Reference manual.







��
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��IPconnect  User’s Guide

�

Introduction to IPconnect Config

IPconnect Config allows you to set up and configure Puzzle Systems Corp.'s IPconnect, a complete Internet solution for Novell NetWare-based networks, for operation on your NetWare servers.  With IPconnect Config, you can configure IPconnect to let your NetWare file servers act as an Internet gateway and server.  IPconnect lets your NetWare clients access the Internet through your local IPX network. 



Specifically, you can use IPconnect and IPconnect Config to:



- Convert your NetWare file server into an on-demand dial-up PPP router using the “Configuring the PPP Driver” option.



- Convert your NetWare file server into an Internet Email gateway using the “Configuring Your Email Server” option.



- Protect your NetWare file server from unauthorized access over the Internet via a variety of enhanced security features available using the “Configuring Your Firewall” option.



- View logs of Internet-related activity such as file transfers and connection information on your IPconnect-NetWare server with the “Viewing Log Files” option.



Using IPconnect Config

Configuring the IPconnect modules on your NetWare server with IPconnect Config is a two-step process:



First select from among four primary configuration options (i.e. Configure Email Server or Configure PPP Router).  A complete list of the IPconnect Config options follows later in this document.



You then enter a variety of information in the IPconnect Config option's associated dialog box.



Now select from among the primary IPconnect Config options in either of two ways:



Click VIEW to display a pull-down menu listing the four options, then select the option you want, 



or



Click the appropriate icon (as described below) representing the IPconnect Config option you want.



��	Configuring Your Host

�

The Config Host Options

The “Configure Host” dialog box allows you to set up NetWare file servers for use as IPconnect servers.  This dialog box also allows you to change or add an IPconnect Authorization Key number to the NetWare server, assign primary and secondary DNS server addresses, and choose which IPconnect modules (i.e. the PPP and the Email  modules) to load on your NetWare server.



The “Configure Host” dialog box contains the following options and entries:



FILE



	Exit

Select to exit IPconnect Config.



VIEW

Displays the four primary IPconnect Config options and allows you to select from among these options.  To select an option, click on VIEW, then highlight the option you want and click the left mouse button.



	Host

	Select to configure the host server information.



	PPP Driver

	Select to configure the PPP driver.



	Email

	Select to configure the Email server.

�	Firewall Driver

	Select to configure the Firewall driver.



	Log Files

	Select to view the Log files.



Select Server's Drive

This drop-down button allows you to set the path to the NetWare server on which IPconnect is running. 



To select, click the drop-down button, then scroll to the path to the NetWare server on which IPconnect is located, then click the left mouse button.



Example:

If IPconnect is running on the NetWare server named “NWSERVER” in a multi-server network, you would highlight and select:



G:\\NWSERVER\SYS



This assumes the SYS volume is mapped to the G: drive.



HOST

This is the official Internet name of the NetWare file server. This typically is a multi-part name that ends in .com, .edu, .gov or .mil.



Example:	

nwserver.acme.com



SoftNet Authorization Key

This is the 14-character code that you were prompted to type during the IPconnect installation process. IPconnect will not load on your NetWare server if you type an invalid Authorization Key.



You should keep this number in a safe location.  You will need it if you need to reinstall IPconnect.



DNS Server Addresses



	Primary DNS Server

This is the IP address that identifies your primary domain name server (DNS).  You should contact your Internet Service Provider (ISP) or UNIX system administrator for this address.



	Secondary DNS Server

This is the IP address that identifies your secondary domain name server (DNS).  You should contact your Internet Service Provider (ISP) or UNIX system administrator for this address.

	Load Modules on Startup

These checkboxes allow you to specify which IPconnect modules will load automatically each time you load IPconnect on your NetWare server.



Load MAILER

When this checkbox is selected, IPconnect’s Email module loads automatically when IPconnect is loaded on the NetWare server.  This module allows your NetWare server to act as an Internet Email server.  Configuring Your Email Server provides instructions to configure this module.



Load PPPD with FIREWALL

When this checkbox is selected, IPconnect loads the Firewall module and the PPP driver automatically. The Firewall acts as a security shield between your NetWare server and the TCP/IP stack, filtering incoming packets and preventing unauthorized access to local network resources.  “Configuring Your Firewall” provides instructions to configure this module. 

 �The PPP driver connects your NetWare server with the Internet through a standard modem to your ISP.  Configuring the PPP driver provides instructions to configure this module.



 

��	Configuring Your Firewall

�

IPconnect’s Internet Firewall protects your NetWare file server and local TCP/IP resources from access by unauthorized Internet users while also providing a secure gateway to the Internet for your local clients.  IPconnect’s Internet Firewall uses a packet filter to check and authenticate each incoming packet before passing it on to the NetWare TCP/IP stack.



The Internet Firewall filters packets based on their source and destination IP addresses as well as on the service (i.e. FTP or POP3) attempting to be accessed.  The Firewall filters can also filter packets based on the time of day so that selected users can be limited to specific time of day access rights. A packet attempting to access a protected local resource is simply discarded.  This prevents the outside Internet user from accessing the protected resource.



The Firewall also provides static and dynamic mechanisms for converting local “illegal” Internet addresses into legal Internet IP addresses assigned to you by your Internet Service Provider (ISP).  In these schemes, when local users try to access the Internet, their packets are sent through the Firewall, which converts the local IP address into an “Internet legal” address as it passes through the Firewall.



You set up your Internet Firewall with IPconnect’s “Config's Configure Firewall” option.  This displays the “Configure Firewall” dialog box, which contains the following options and entries:



Internet IP Address, Internet Submask, Internet Default Gateway

The Internet IP Address option specifies the Internet IP address, the Internet IP submask, and the Internet Gateway to use.   This is the address and submask of the Internet IP Network the Firewall is connected to.   If you connect the Firewall to the PPP interface, you do not need to enter these options.  

Local IP Address

The local IP Address of the NetWare file server.



Local Submask

The local submask of the NetWare file server.



Local Time-out 

Dynamically assigned addresses are automatically released by the Firewall after the users Internet traffic is silent for the amount of time given by the time-out value.



Filters …

Select this button to add or remove Firewall filters.



��	Firewall Filters

�

IP filters are a set of "block" or "allow" rules that determine which types of incoming packets from the Internet are allowed to access resources on your NetWare server.  IPconnect stores these rules in the FW.CFG file located in SYS:SYSTEM.



When it performs filtering, the IPconnect Firewall compares each incoming packet against each of the IP filter rules you've set.  When the Firewall finds a match, it takes the appropriate action—either allowing or blocking access.



IPconnect applies Firewall-related rules in the order they are specified in the FIREWALL.CFG file.  If the address, contents or type of an incoming packet does not match any rule in this file, IPconnect simply rejects the packet, thus denying it access to your server.



Each IP filter contains the following items:



	Service		The destination service the packet is trying to reach; for 			example, FTP, WWW, or TELNET servers.  The default 			is all services.



	Action		Determines whether to ALLOW or BLOCK the incoming 			packet.  Each rule must contain an action.



	Time Of Day	The time of day, and the day of the week, the rule is 			applied.



	Destination	The destination client or network the packet is trying to 			reach. The default is everyone.



	Source		The source client or network the packet is coming from.  			The default is everyone.



	Options	Options that relate to this rule.



From the IPconnect Config’s Firewall screen select the Filters button to begin setting IP filters.   This displays the “Filters” dialog box, which contains the following options and entries:



Current Firewall Filters

This is the list of existing IP filters, which "block" or "allow" access to resources on your Novell NetWare network.  The rules in this list are applied in the order shown.  Each entry contains the following items:



	Service

This is the Internet application or utility you want to filter access to.  You select these from a pre-determined list in the “Add a Filter” dialog box, described below.  This field is mandatory.



	Action

This determines whether you want to "allow" or "block" (i.e., deny) Internet users' access to the associated service. This field is mandatory.



	Dest

This is the IP address of the local host you want to "block" or "allow" access to.  If this field is missing, the rule is applied to all local hosts.



	Source

This is the IP address of the client or host the packet originated from.  If this field is missing, the rule is applied to all source clients.



	Options

This is a list of options that relate to this rule.  Only one option, “Log,” is supported at this time.



	Add a Filter

The options and entries in this set of fields allow you to create filters based on a combination of source and destination IP addresses and IP application services.



	Block

When selected, this checkbox tells IPconnect to deny access to the specified Service, Destination, and/or Source IP host.



	Allow

When selected, this checkbox tells IPconnect to allow access to the specified IP Service, Destination IP address, and/or Source IP address.



	Service

This drop-down list displays, and allows you to select from, a list of pre-defined IP application services.



Example:	

HTTPD



	Log Violations

When selected, this checkbox tells IPconnect to log attempted Filter violations to the FW.LOG file located in the SYS:SYSTEM directory on your NetWare server.



	Destination (Local IP Addr)

This is the IP address of the local host.  You must type this address in standard Internet "dot" format.  The default is everyone.



Example:	

192.1.1.1



	Source

This is the IP address of a remote IP host or client.  This option allows you to restrict local users from accessing the host at the specified IP address (i.e. to limit local user access to an adult-oriented FTP site).  Similarly, this option allows you to prohibit users at the specified Source IP address from accessing your Internet server's resources.  The default is everyone.



Example:	

192.1.1.1



	Add a Filter

This creates a new IP filter, adding the filter to the “IP Filters” list.  Click on this button when you're finished entering Filter-related information.



	Remove a Filter

This button deletes the highlighted filter in the “Current Firewall Filters” list.



��	Configuring the PPP Driver

�

The Point to Point Protocol (PPP) provides a mechanism to connect your NetWare server to your ISP through a high speed modem.  The PPP driver acts as an on-demand IP router for your network.  Anytime a local user accesses the Internet, the PPP driver will place the call to the ISP and provide a gateway to the Internet.  The PPP driver allows you to have only one ISP account and modem for all of your local users.  By sharing this one account your users no longer have to use their local modem and PPP dialer.



The “Configure the PPP Driver” dialog box contains the following options and entries:



Accounting Info

The PPPD module can provided an accounting database for every successful PPP connection made. 



Accounting File

Enter the name of the file to add accounting records to.  



Accounting Type

Select the type of database file to use.  Options include:



	None :		No accounting information is kept.

	Comma :	A coma separated database file.

 	Tab :		A tab separated database file.

	Text :		A simple text file.



COM Port

The modem’s COM port on the NetWare file server.



Baud Rate

The baud rate to use with the modem.



Disconnect after __ secs

The number of seconds to wait before an inactive session is disconnected.



Auto Bind IP to PPP

Select this option if the IPconnect Firewall is not used with the PPP driver.  This will cause the PPP driver to automatically bind to the TCP/IP stack when a session is started.



WARNING :

Do not select this option if you are using the Internet Firewall module.



Phone Book Info

The PPP interface driver uses the SYS:SYSTEM/PHBOOK.LST file as a phone book.  This file contains the information needed for PPP to call remote PPP servers.  The main screen displays a list of PPP phone entries.



Default Phone Book Entry

Choose the default phone book entry you want the PPP driver to call whenever a local user attempts to access the Internet.  This should be your Internet Service Provider entry.



Modify

Select this button to add or remove entries from the phone book.



Log Options

These check boxes determine the kinds of network activities your IPconnect  PPP driver maintains audit information on.



Log Connections

When this is selected, IPconnect logs connection requests to a log file in the SYS:SYSTEM directory.  Viewing Log Files provides more information on the PPP log file.



Log Transfers

When this is selected, IPconnect logs all PPP transfers to a log file in the SYS:SYSTEM directory.  Viewing Log Files provides more information on the PPP log file.



Log Debug Information

When this is selected, IPconnect logs PPP debug information to a log file in the SYS:SYSTEM directory.  Viewing Log Files provides more information on the PPP log file.



��	Modifying The Phone Book

�

The PPP interface driver uses the SYS:SYSTEM/PHBOOK.LST file as a phone book.  This file contains the information needed for PPP to call remote PPP servers. 



Entry Name

The Entry Name uniquely describes this phone book entry.  Use it to describe the remote network you are calling.  In the example below the first entry name is “Puzzle”.  This field needs to be an unique Entry Name in the Phone Book.



Phone Number

The PhNumber field is the telephone number to call to reach the remote network.  This should be in the format the modem needs to dial out (i.e. “9,1,800,111,9999”).  



User

The User field is the name of the account your ISP has provided you with to attach to the remote network with.  In the first example below the user name is “guest”.  This field needs to be the exact account name and is “case sensitive” on most accounts.



Password

The Password field is the password for the account you are using to attach to the remote network with.  In the first example below, the password is “Thank-you”.  This field needs to be the exact account password assigned to you by your ISP and is “case sensitive” on most accounts.



Connect Script

The Connect Script field is the PPP script to execute when the PPP driver initiates a call to this remote network.  In the first example below the connection script is “sys:system/ppp-on.scr”. 



Disconnect Script

The Disconnect Script  field is the PPP script to execute when the PPP driver shuts down a connection to this remote network.  In the first example below the disconnection script is “sys:system/ppp-off.scr”. 



Alternate Phone Number

The Alternate Phone Number field is the second phone number to dial if the first phone number is not responding.  This is an optional field.





��	Configuring Your Email Server

�

The “Configure Mail Server” dialog box allows you to set up NetWare file servers for use as Internet Email gateways.  IPconnect’s Internet Email gateway provides four  major capabilities:  An SMTP mail server to receive incoming mail, a POP3 server to allow NetWare users to access their local mail boxes, an SMTP mail relay server for forwarding outgoing Internet mail, and a POP3 mail transfer agent to transfer users’ Internet Email from remote mail boxes to their local mail box.



The “Configure Mail Server” dialog box contains the following options and entries:



Mail System Accounts

The options and entries in the “Mail System Accounts” dialog box allow you to specify which NetWare user accounts to use as the local postmaster and "dead mail" accounts.



Postmaster Account

This is the NetWare user account that the IPconnect mail server associates as the Internet postmaster.  All local mail addressed to "Postmaster" will be delivered to this account.



Send Unknown Mail To

This is the NetWare user account to which IPconnect directs mail that has been addressed to an unknown user.  This "dead mail" account typically is SUPERVISOR.



Enable POP3 Mail Reader

If this checkbox is selected, the Email server will transfer Internet Email from users’ remote Email servers to users’ local mail boxes.



Mail Reader…

Select this button to add or modify the list of POP3 Email transfers to execute.



Log Options

These checkboxes determine the kinds of Internet Email activities your IPconnect  Email server maintains audit information on.



Log Connections

When this is selected, IPconnect logs connection requests to a log file in the SYS:SYSTEM directory.  Viewing IPconnect “Log Files” provides more information about the Email log file.



Log Transfers

When this is selected, IPconnect logs all Email transfers to a log file in the SYS:SYSTEM directory. Viewing IPconnect Log Files provides more information on the Email log file.



Log Debug Information

When this is selected, IPconnect logs Email debug information to a log file in the SYS:SYSTEM directory. Viewing IPconnect Log Files provides more information on the Email log file.



Mail Options

These options allow you to configure the manner in which the Email server forwards outgoing Internet mail.



Relay Host

The name of the SMTP mail server to send outgoing Internet Email to.   This typically is the address of your Internet Service Provider’s SMTP server address.



Example:	MAIL.ISPNET.COM

This example would forward relayed mail to the (in this case, fictitious) ISPNET Internet Service Provider.



Performance:

Since any DNS name translation will cause the PPP driver to connect to the default ISP, it is recommended that the Relay Host field be set to an IP address in the typical IP Dot notation, or that the Relay Host name be in the local SYS:ETC/HOSTS file. 



Remove Mail After __ Days

This specifies the time interval, in days, that your IPconnect SMTP relay server holds undeliverable mail before returning it to its source account.



The default is 7 days.



Retrieve Mail every __ Secs

This is the time interval, in seconds, that the Email server waits before forwarding outgoing Email to the relay host and checking for Incoming Email on remote Email servers.



The default is 1800 seconds (30 minutes).



SMTP Time-out

This is the time interval, in seconds, that the SMTP server waits before disconnecting an inactive SMTP connection.



The default is 300 seconds (5 minutes).



Host Alias Names

This object displays a list of host names the Email server considers local. Select “Modify” to add or remove local hosts to this list.



Example  :  

acme.com  

acme  

mailer



Mail sent to user@acme.com, user@acme, or user@mailer, will be sent to the user’s mail box on this local machine.  If mail is sent to user@somewhere.com, the Email server forwards the mail to the relay host.



Modify

This button allows you to begin adding or removing Email server host alias names.  Host alias names are those the Email server considers local host names.

��	Modifying POP3 Mail Transfers

�

Selecting “Mail Reader” displays the “POP3 Mail Transfer List” which contains a list of users and their remote mail boxes.  The Email server will transfer mail from these remote mail boxes into the users local mailbox.



Local User Name

The NetWare account name to send incoming mail to.



Example:	George

Place incoming mail into George’s mail box.



Example:	.

Put the incoming mail into the appropriate mail box based on the X-Envelope-To: field.  Use this value to transfer your domain’s Email.



Remote User Account

The account name of the user on the remote mail server.  



Example:	GeorgeX124@ix.netcom.com

Log onto the remote server with the name GeorgeX124@ix.netcom.com.



Account Password

The account password of the user account on the remote mail server.  



Example:	MySecret$Passwd



Remote Server Name

The name of the remote Email server to retrieve the mail from.



Example:	ms.iemail.com



Phone Book Entry

The phone book entry of the system to call to reach the remote mail server.  Use this field to force the PPP dialer to call a particular network to retrieve the mail.  Only use this field if the Email server can not be reached from the default PPP network.



Add

This button adds the new entry into the mail reader transfer list.



Remove Alias

This button deletes the highlighted entry from the mail reader list.





��	Modifying Server Aliases

�

Selecting “Modify” displays the “Mail Server Alias Names” dialog box, which contains the following options and entries:



New Mail server alias name

This data-entry field allows you to type a Mail Server alias name.  Type the name of the new host alias, then select the “Add Host Alias” button to add it to the list of active mail server alias names.



Example:  	mail.acme.com

In this example, the local server would consider mail addressed to "mail.acme.com" as mail destined for local users.



Add Host Alias

This button adds the server alias name you typed in the "New Mail Server alias name" field to the list of active aliases.



Remove Alias

This button deletes the highlighted mail server alias name displayed in the “host list names” dialog box.





��	Viewing Log Files

�

The "View Log Files" section allows you to review the contents of the various audit (i.e., "log") files kept by IPconnect.  IPconnect’s log files provide a wealth of information about the Internet-related transactions, and who took part in those transactions, on your Novell NetWare server.



	NOTE:  To collect information about the various IPconnect options—such as the IPconnect  Mail Server—you must select the appropriate option's "Log Options" checkbox on that option's dialog box.  For instance, to collect audit information about IPconnect  Mail Server activity, you must select the "Log Connections," "Log Transfers," and/or "Log Debug Information" checkboxes in IPconnect Config's "Configure Mail Server" section.



The View Log Files option gives you a wide range of options for use in searching the contents of IPconnect log files.  You can, for instance, search a log file for the security violations the Internet Firewall has detected.



You can also search log files for events that occurred on specific days or weeks.  You can search for specific sequences of letters and characters (i.e. user or file names or transactions) within various log files.



The "View Log Files" dialog box contains the following options and entries:



	Module

This drop-down button allows you to display, then select from among the three log files kept by IPconnect.  To select a log file, click on the drop-down button, highlight the IPconnect option log file that you want to view, then click the left mouse button.



�	Log File: 

This information-only field displays the path with the log file's name to the option's log file you select with the adjacent drop-down button.  By default, IPconnect log files are located in the NetWare server's SYS:SYSTEM directory.



Example:	Log File: //NWSERVER/sys/system/mailer.log



	Results

The main window displays the results of IPconnect log file searches after you click on “Search” to begin searching a log file.  This window is blank when the "View Log Files" dialog box first appears.



To move up and down through the entries displayed in this window, click the Windows 95 scroll bar (at right).



	Archive . . .

This button allows you to create a back up (or archive) version of the selected IPconnect log file.  After you click on Archive …, IPconnect displays a "Save As" dialog box that allows you to specify the location and file name of the archive file.



	Print …

This button allows printing of the results of IPconnect log file searches to the default printer.  After you click on Print …, IPconnect displays the standard Windows95 "Print" dialog box.  Click OK (or press <Enter>) to print to the default printer.



	Search For

This data-entry field allows you to type a string of characters that IPconnect should search for in the selected log file.  When specifying search strings, you can use alphanumeric (i.e., A, B, C, d, e, f, 1, 2, 3) characters.



When IPconnect finishes searching a log file, it displays a "Search found X matches" message (where X equals the number of times it found the specified search string) as well as the lines containing the specified search string.



Example:	Connecting

This example would tell IPconnect to display all the connection attempts  in entries found in the pppd.log file.  (This assumes you’re performing a search on the pppd.log file.)  This information tells you how many times IPconnect tried to connect to your ISP  during the dates specified in the "After" and "Before,But" fields.



	Excluding

This data-entry field allows you to specify a string of characters that IPconnect should exclude from a log-file search.  When specifying exclusion strings, you can use alphanumeric (i.e., A, B, C, d, e, f, 1, 2, 3) characters. 



Example:	Netcom

Used in conjunction with the “Connecting” example from above, this example would tell IPconnect to ignore any connection attempts to Netcom.



	Search 

This button tells IPconnect to begin searching the specified log file.



	After

These fields allow you to set a "start" date for a IPconnect log file search.  You use these fields in conjunction with the "But, Before" fields to specify specific day, week, or year-long intervals for IPconnect log file searches. 



		To set the month, click on the drop-down button, highlight the month you want, then click the left mouse button.



�		To set the day or year, highlight the day or year displayed, then use your keyboard to type the appropriate number.  Use the <backspace> key to backup and type over mistakes.



	But, Before

These fields allow you to find log entries posted before the specified date.  You use these fields in conjunction with the "After" fields to specify day, week, or year-long intervals for IPconnect log file searches.



		To set the month, click on the drop-down button, highlight the month you want, then click the left mouse button.



		To set the day or year, highlight the day or year displayed, then use your keyboard to type the appropriate number.  Use the <backspace> key to backup and type over mistakes.



	Stop 

This button allows you to abort an in-progress search of a log file.  Click this button, for example, to halt a log-file search that takes longer than a few minutes.



���	Tips and Tricks 





Loading NetWare TCP/IP

All the IPconnect modules require that TCP/IP be loaded on the NetWare file server.  TCP/IP is distributed by Novell with 3.X and 4.X type NetWare file servers.  Before you begin using IPconnect on your NetWare file server, you should already have installed TCP/IP on the server.  See the “TCP/IP Transport Supervisor’s Guide” from Novell for more information regarding installing and configuring TCP/IP on the NetWare Server.  



IP Addresses

An IP address is used to uniquely identify a host on the TCP/IP Network.   Each host must have its own unique IP Address.  The address is made up of four numbers, each between 0 - 255.  By convention it is expressed in the “Dot Notation” as 



	192.9.201.1



This address is divided into two parts:  a “network” portion and a “host” portion.  The network portion determines which IP Network the host is on.  The host portion determines the host on the network.  By convention, the number is divided into three classes: A, B, and C



Class A - The first number is the network identifier and the following three numbers identify the node on the network.  This allows 126 networks, each with 16,000,000 nodes.



Class B - The first two numbers determine the IP network, and the following two numbers identify the node on the network.  This allows 16,000 networks, each with 64,000 nodes.



�Class C - The first three numbers identify the IP network and the last numbers identify the node on the network.  This allows 2,000,000 networks, each with 254 nodes.



The first number of the IP address determines the network class used.  



	Class A		1 - 127		1.X.X.X   -   127.X.X.X

	Class B		182-191	128.1.X.X - 191.254.X.X

	Class C		192-223	192.1.1.X -  223.254.254.X



The IP submask is used to identify the breakdown of the “network” and “host” portions of the IP address.  A submask of  255.255.255.0 is used to identify a Class C network.  



The IP Address rules.



Each host on the network must have a unique host number.  No other host on the network can have the same IP address.

Each network must have a unique network number.

The number 255 is reserved for broadcast addresses.  Do not assign a host an address containing 255.

The number 0 is reserved for network address.  Do not assign a host an address containing 0.

The address 127.0.0.0 is reserved.





Routing



If you plan to use the NetWare server as the Internet gateway, you will need configure the NetWare TCP/IP module as an IP router.   To do this, first load TCP/IP with the following options



	>  LOAD TCPIP FORWARD=YES



This will force TCP/IP to route packets from your local network to your Internet network.   When TCP/IP is bound to the IP stack, the option GATEWAY=xxx.xxx.xxx.xxx is specified.  This will cause TCP/IP to send all packets with an unknown IP address to the PPP driver.



��	Using the Phone Book

�

The IPconnect phone book is a list of PPP destinations that the PPP driver may call.  Each entry specifies the phone number, account name, account password, and an optional alternate phone number to use to connect to that site.   This allows the IPconnect PPP driver to automatically call several different networks based on the need.



As an example, the IPconnect Email server may need to connect with several different severs to transfer Email from.  If some of these servers are not available from the Internet, the Email server can prompt the PPP driver to call the appropriate network before trying to connect to the remote Email server.  



You must select one of the entries in the Phone Book to be the default entry.  The default entry is the network to call whenever a local user wants to access the Internet and the IPconnect server is acting as his gateway.  This should be set to your Internet Service Providers account.



For more information on the IPconnect Phone Book see the “IPconnect Technical Reference Manual”.



��	Testing PPP

�

Configuring a WAN network can sometimes be challenging.  There are many things involved that can go wrong.   This chapter deals with how to test the PPP driver and connect to your ISP’s network.  



After updating your phone book with the new entry for your ISP, test the PPP connection to it.  First make sure that the PPP device driver is installed and loaded on the NetWare file server.  Then insure that the PPPD module is unloaded,  use the NetWare console command,



UNLOAD PPPD



Then to test the new connection use the below command:



LOAD PPPD -TEST ISPNAME





The PPP module will then create a new NetWare screen and display information about the status of the connection request to the ISP.  If the startup script does not complete successfully, check the modem and COM port settings. 



Once the modems establishes a connection to the ISP’s network, the PPP screen will display the new TCP/IP addressing information and the link should be established.  If the link fails, check your ISP account name and password fields in your phone book file. 



Once the connection is established, you should now be able to communicate with the Internet.  See the “Testing With Ping” section.



When you have finished with the network link, you can use the command,



PPP  HANGUP



The PPP driver will hang up the phone line and unload from memory.  You can now repeat this process with other destinations, or you can load PPP permanently using the command below:



LOAD PPPD

 



For more details on the PPP device driver, see the IPconnect “Technical Reference Manual” located later in this publication.



��	Testing with Ping

�

As you are building your IP network you can use “ping” to check each connection.  Ping is a small TCP/IP utility that sends a packet to a host and waits for the host to reply back.  If ping is successful, the network connection is verified.  To use ping on the NetWare server use



	>  LOAD PING 192.9.201.1



Local Pinging

The first step is to use ping to test your internal network.  Use ping from a local TCP/IP client to check that it can ping the NetWare file server.  If you can not ping the server but can ping other TCP/IP hosts on the network, check that TCP/IP is bound to the local LAN network interface card in your NetWare file server.  Also check that the IP addresses you selected for the NetWare server are valid addresses for your network.



If you cannot ping any other TCP/IP hosts on the network, check your client’s TCP/IP stack and address.



PPP and Ping

Once you have loaded PPP and have made an initial connection to the remote network, use ping to test the PPP connection.  Use the IP address of your ISP’s DNS servers to ping with.  You should be able to ping from your NetWare server to your Internet Service Provider’s DNS servers.



Now, use ping to check the routing tables of your Internet Service Provider. Try to ping to www.puzzle.com (our IP address 206.79.58.2). This will insure that you can reach anywhere on the Internet.



Internet Pinging

Once you can ping from a local client to the NetWare server and the NetWare server can ping to the Internet, you should be ready to ping from the local clients to the Internet. Use ping from a local TCP/IP client and try to ping to www.puzzle.com (again, our IP address 206.79.58.2). �This will insure that the TCP/IP clients can get anywhere on the Internet.  





��	Understanding DNS

�

The Domain Name System (DNS) is a method of assigning IP address numbers names.  It is built on a hierarchical system similar to a directory structure on a disk.  A typical domain name might be



	me.sales.acme.com



Each word in the name represents a domain.  From left to right each domain gets larger.  “me” represents my host in the “sales.acme.com” domain.  “sales” represents the sub-domain in “acme.com”, this is the department of acme I am in.  “acme”  represents the sub-domain in “com”, the company domain.  “com” is the top level domain, businesses in the USA.  



Each domain can create or change anything within its domain.  This allows the administrator for acme.com to create a new host called www.acme.com without having to inform the administrator for “com”.  



This allows you to refer to hosts with words as opposed to numbers. 



All the IPconnect modules use the NETDB.NLM module to access the Domain Name Servers.  NETDB.NLM translates the Internet host names to IP addresses for the IPconnect modules.  It would translate “www.puzzle.com” to 206.79.58.2.  Loading NETDB is optional, if it is loaded then all of the IPconnect modules use the DNS system to resolve host names.  If NETDB is not loaded,  the IPconnect modules do not use the DNS system and can only resolve host names listed in the SYS:ETC\HOSTS file.



NETDB uses the SYS:ETC\RESOLV.CNF to determine which DNS server to use.  You will need to add the following line(s) to the RESOLV.CNF file:



	nameserver	ipaddress



�The nameserver option specifies the DNS server that the NetWare server should use.  You can add up to three name servers in this file.  NETDB will query each server in the order listed.  If the first name server does not reply to the initial request, NETDB will query the next nameserver in the list and so on.  The IP address should be in standard dot notation.



��	DNS And Email

�

The Internet Domain Name System and Internet Email are tightly integrated.  When mail is sent to “user@acme.com” , the Email server trying to send the mail must first locate acme.com on the Internet.   Remember that acme.com is not a server on the Internet, it is a domain, a group of servers and services.



The Email server trying to send the mail uses the DNS database to look for an “MX” record for the domain acme.com.  An “MX” record simply informs the Email server what host should act as the Email server for the domain acme.com.  This server may or may not be in the acme.com domain,  it could be your Internet Service Provider’s Email server.  In this manner all Email being sent to acme.com will go to the ISP’s Email server.  This server will then be responsible for getting it to the user’s mailbox.



IPconnect comes with a very handy feature called Mail MagicTM. Mail MagicTM enables your Internet Service Provider’s Email server to put all of your domain’s email into one mailbox, regardless of the user name.  This way you do not have to keep your ISP up to date with your users and groups.  The IPconnect Email server will then transfer all of the domain’s Email from the one mail box on the ISP mail server to the local users mail boxes on the local system.





��	Adding Email Users

�

To add new mailboxes for new users, simply add the NetWare user into the Bindery (for NetWare 3.x servers) or the NDS system (for NetWare 4.x servers).  Valid NetWare users automatically get an Internet Email account.  NetWare users in the NetWare bindery or in the Bindery Emulation Context of NDS receive an Email account with the following syntax,



	accountname@domainname.com



The “accountname” is the users NetWare account name in the Bindery or the Bindery Emulation Context.  “Domainname.com” is your domain name, or one of the aliases listed in the host aliases section of the Email configuration screen.



NDS users receive an Email account with the following syntax,



	accountname.ndscontext@domainname.com



The accountname.ndscontext is the full NDS name of the user.  





Removing Email Accounts

To remove a Email account, delete the user from the Bindery, or NDS database. 



A user account can be excluded from being a valid mail user by adding the user’s name into the ALIAS file without any aliases, see the IPconnect Technical Reference Manual for more information.





Alias Users and Groups

See the “SMTP Server” section of the IPconnect Technical Reference Manual about adding and using Email aliases and alias groups.





�NetWare Mail Groups

In addition to alias groups, the Email server also supports Bindery groups.  If the recipient is a NetWare user group, the message is sent to all of the NetWare users in that group.  A group can be excluded from being a valid mail group by adding the group name into the ALIAS file without any aliases, see the IPconnect Technical Reference Manual for more information.



��	Using the POP3 Email Transfer Agent

�

The IPconnect Email server can transfer user’s Email from remote Internet mail servers to the local server.   Users can even have multiple Email accounts on remote servers and the IPconnect Email server can transfer all of their mail to the local server.  Now your users only need to check the local Email server for all of their Internet Email.



As an example, if a user has several mail accounts on remote Internet Servers the Email server can periodically connect to those servers and transfer his mail to the local system.  If Jim has two other Internet mail accounts, jim1234@ix.netcom.com and jim4ever@free.com, the EMail server could connect to those Internet servers and transfer his mail from those mailboxes into his local mailbox.  This means all Jim has to do, is read his mail from jim@acme.com and he well get all of his Internet mail. 



The Mail server can also transfer your entire domain’s mail from a remote Internet mail server to the local server.  This allows you to have one ISP mail account for your entire domain.  All mail sent to your domain would be sent to the ISP server and placed in one mail box,  allowing you to manage your Email users and groups locally.







�
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�IPconnect Technical Reference Manual.



IPconnect is a complete Internet connection solution for NetWare based networks. IPconnect lets your NetWare file servers act as Internet gateway and allow NetWare clients access to the Internet through your local IPX network. It will also consolidate all of your clients Internet access needs onto your NetWare server.  This manual is made up of the following parts:



NetWare TCP/IP



Loading TCP/IP on your NetWare Server.  A quick guide to TCP/IP, NDS and PING for your NetWare Server. 



PPP Interface



The PPP module lets your NetWare server act as an on demand WAN router to your Internet ISP.  This allows all of your local users to access the Internet through one PPP account.



Internet Firewall



The Internet Firewall provides user protection as well as network IP address and communication address management.



Mail Server



The Mail Server allows your NetWare file server to act as a SMTP and POP3 Mail server, allowing your local users to send and receive mail.





NDS Support



The NDS module gives your IPconnect functions full NDS support on your NetWare Server.



IPX Tunnel



The IPX Tunnel lets your NetWare Clients access Internet resources through your local IPX network.



��	TCP/IP Overview

All the IPconnect modules require that TCP/IP be loaded on the NetWare file server.  TCP/IP is distributed by Novell with 3.X and 4.X type NetWare file servers.  Before you begin using IPconnect on your NetWare file server, you should already have installed TCP/IP on the server.  See the “TCP/IP Transport Supervisor’s Guide” from Novell for more information regarding installing and configuring TCP/IP on the NetWare Server.  



IP Addresses

An IP address is used to uniquely identify a host on the TCP/IP Network.   Each host must have its own unique IP Address.  The address is made up of four numbers, each between 0 - 255.  By convention it is expressed in the “Dot Notation” as 



	192.9.201.1



This address is divided into two parts:  a “network” portion and a “host” portion.  The network portion determines which IP Network the host is on.  The host portion determines the host on the network.  By convention, the number is divided into three classes: A, B, and C



Class A - The first number is the network identifier and the following three numbers identify the node on the network.  This allows 126 networks, each with 16,000,000 nodes.



Class B - The first two numbers determine the IP network, and the following two numbers identify the node on the network.  This allows 16,000 networks, each with 64,000 nodes.



Class C - The first three numbers identify the IP network and the last numbers identify the node on the network.  This allows 2,000,000 networks, each with 254 nodes.



The first number of the IP address determines the network class used.  



	Class A		1 - 127		1.X.X.X   -   127.X.X.X

	Class B		182-191	128.1.X.X - 191.254.X.X

	Class C		192-223	192.1.1.X -  223.254.254.X



The IP submask is used to identify the breakdown of the “network” and “host” portions of the IP address.  A submask of  255.255.255.0 is used to identify a Class C network.  



The IP Address rules.



Each host on the network must have a unique host number.  No other host on the network can have the same IP address.



Each network must have a unique network number.



The number 255 is reserved for broadcast addresses.  Do not assign a host an address containing 255.



The number 0 is reserved for network address.  Do not assign a host an address containing 0.



The address 127.0.0.0 is reserved.



Throughout this manual we will use example networks in our explanations. The “192.9.201.0” network will be referred to as the Internet network. The “200.1.1.0” and “200.1.2.0” networks will be referred to as the local networks.  



Routing



If you plan to use the NetWare server as the Internet gateway, you will need configure the NetWare TCP/IP module as an IP router.   To do this, first load TCP/IP with the following options



	>  LOAD TCP/IP FORWARD=YES



This will force TCP/IP to route packets from your local network to your Internet network.  You will also need to add a static route entry in the GATEWAYS file.  This will force TCP/IP to send all packets that are not on your local network to the Internet through the PPP driver.  To do this add the following line in the SYS:ETC\GATEWAYS file 



	NET  0 GATEWAY 192.9.201.2



TCP/IP will now send all packets with an unknown IP address to the PPP driver.



You can use IPCONFIG.NLM to check the gateways file.  IPCONFIG reads the GATEWAYS file and places each route in the routing database.  It will also display error and warning messages about errors in your configuration information.



Domain Names



The Domain Name System (DNS) is a method of assigning IP address numbers names.  It is built on a hierarchical system similar to a directory structure on a disk.  A typical domain name might be



�	me.sales.acme.com



Each word in the name represents a domain.  From left to right, each domain gets larger.  “me” represents my host in the “sales.acme.com” domain.  “sales” represents the sub-domain in “acme.com”, this is the department of acme I am in.  “acme”  represents the sub-domain in “com”, the company domain.  “com” is the top level domain, businesses in the USA.  



Each domain can create or change anything within its domain.  This allows the administrator for acme.com to create a new host called www.acme.com without having to inform the administrator for “com”.  



This allows you to refer to hosts with words as opposed to numbers. 



All the IPconnect modules use the NETDB.NLM module to access the Domain Name Servers.  NETDB.NLM translates the Internet host names to IP addresses for the IPconnect modules.  It would translate “www.puzzle.com” to 206.79.58.2.  Loading NETDB is optional, if it is loaded then all of the IPconnect modules use the DNS system to resolve host names.  If NETDB is not loaded then the IPconnect modules do not use the DNS system, and can only resolve host names listed in the SYS:ETC\HOSTS file.



NETDB uses the SYS:ETC\RESOLV.CNF to determine the DNS server to use.  You will need to add the following line(s) to the RESOLV.CNF file:



	nameserver	ipaddress



The nameserver option specifies the DNS server the NetWare server should use.  You can add up to three “name” servers in this file.  NETDB will query each server in the order listed.  If the first name 

�server does not reply to the initial request, NETDB will query the next nameserver in the list.  The IP address should be in standard dot notation.



Using PING.NLM



As you are building your IP Network you can use “ping” to check each connection.  Ping is a small TCP/IP utility that sends a packet to a host and waits for the host to reply back. If ping is successful, the network connection is verified.  To use ping on the NetWare server use



	>  LOAD PING 192.9.201.1



Use ping to test the TCP/IP configuration of the NetWare server, the Internet PPP driver, and the TCP/IP stacks on your local hosts.  



��  PPP Interface Driver

�The Point to Point Protocol (PPP) provides a mechanism to connect your NetWare server to your ISP through a high speed modem.  The PPP driver acts as an on demand IP router for your network.  Anytime a local user accesses the Internet, the PPP driver will place the call to the ISP and provide a gateway to the Internet.  The PPP driver allows you to have only one ISP account and modem for all of your local users.  By sharing this one account your users no longer have to use their local modem and PPP dialer.



The PPP driver is an ODI-based LAN device driver.  It appears as any LAN driver would to the TCP/IP stack on the NetWare file server.  Once TCP/IP is bound to the PPP driver, packets are sent to the Internet as if the PPP driver was a LAN device.



The PPP driver supports 



PAP, Automatic Password Authentication



CHAP, Encrypted Password Authentication



VJ Compression,  TCP/IP Header compression



BSD Packet Compression,  BSD style packet compression



On-Demand Dialing



Automatic IP Address Negotiation



 

�Warning:

For performance reasons, the PPP driver only supports the 16550 type UART.  Most internal high speed modems use this type of UART.  PPP will not load if you do not have this type of UART.



�� The Phone Book

�

The PPP interface driver uses the SYS:SYSTEM/PHBOOK.LST file as a phone book.  This file contains the information needed for PPP to call remote PPP servers.  The format of the phone entries is,



EntryName   PhNumber   User   Passwd   Connect  Disconnect  [AltPhNumber]



The EntryName uniquely describes this phone book entry.  Use it to describe the remote network you are calling.  In the example below the first entry name is “Puzzle”.  This field needs to be an unique Entry Name in the Phone Book.



The PhNumber field is  the telephone number to call to reach this remote network.  This should be in the format the modem needs to dial out.  The phone number in the example below is “9,1,800,779,9999”.  



The User field is the name of the account your ISP has provided you with to attach to the remote network with.  In the first example below the user name is “guest”.  This field needs to be the exact account name and it is “case sensitive” on most accounts.



The Password field is the password for the account you are using to attach to the remote network with.  In the first example below, the password is “Thank-you”.  This field needs to be the exact account password assigned to you from your  ISP and is “case sensitive” on most accounts.



Warning:

The password in this file is not encrypted.  It is best to keep this file in the sys:system directory so that it is not available to users.  



The Connect field is the PPP script used to execute when the PPP driver initiates a call to this remote network.  In the first example below, the connection script is “sys:system/ppp-on.scr”. 



The Disconnect field is the PPP script used to execute when the PPP driver shuts down a connection to this remote network.  In the first example below the disconnection script is “sys:system/ppp-off.scr”. 



The AltPhNumber field is the second phone number to dial if the first phone number is not responding.  This is an optional field.



The Phone Book can have as many entries as you need.  The following illustrates a typical PPP phone book. 





;

;  A typical PPP Phone Book.

;  

;  Entry	Ph		User			Connect		Disconnect 

;  Name	Number		Name	Passwd 		Script		Script

; ==========================================================================

Puzzle	9,1,800,779,9999 guest	  Thank-you	sys:system/ppp-on.scr sys:

netcom	776,7000	  #acme	  MyPasswd1	sys:system/ppp-on.scr sys:







A typical SYS:SYSTEM\PHBOOK.LST file.



��  PPP Script Files

�

Whenever the PPP interface needs to initiate or terminate a connection, the PPP driver executes a script file.  This file typically initiates the modem, dials the phone call, negotiates the connection with the remote system, and starts the connection.  Different systems may need different connection scripts.  The connection script file contains a series of lines that issue commands to the modem and waits for replies.  These lines have the format:



	Name	Send	Resp:Goto,Resp:Goto,…



The Name field identifies the execution line of the file.  It should be something unique and descriptive but not “Abort”, “Retry”, or “Done”.  It is not case sensitive.

 

The Send field is a quoted string to send to the modem or the remote network.  When this line of the file is executed, this string is sent to the modem.  If the field is DTR, the modem’s Data Terminal Ready line is set.  If the field is -DTR, the modem’s Data Terminal Ready line is reset.  You can use DTR and -DTR to pickup and hang up the phone.  The send field also supports four variables  $1 - $5.  



	$1 = The Phone Book Entry Name for the remote system.

	$2 = The User Name given in the Phone Book.

	$3 = The Password given in the Phone Book.

	$4 = The Phone Number given in the Phone Book.

	$5 = The Alternate Phone Number given in the Phone Book.



To dial out to the remote system, give the send string “ATDT$4”.   This will be sent to the modem as “ATDT9,1,800,779,9999”.  



The Send field also supports carriage returns by using a \n string   although each non-null string is normally terminated with a carriage return.



The Resp:Goto fields specify which line to execute next based on the results of the current send operation.  The Resp field is a quoted string to wait for and the Goto field is the script line to execute it when this string is received from the modem.  If the Resp field is received from the modem, the script will continue with the line specified in the Goto field.  The following line,



	Reset	“ATZ”	“OK”:Dial,  TIMEOUT(5):Abort(“No Modem”)



sends the string ATZ to the modem and waits for a response of “OK” from the modem.  If the modem responds with an OK, the script is continued from the Dial line.



The Resp field of TIMEOUT(n) specifies the number of seconds, n,  to wait for a response from the modem.  If the modem does not respond with any valid responses in “n” seconds, the script continues with the Goto field given.  Any line without a TIMEOUT field will wait forever if the responses expected do not happen.



The Goto field specifies the line to continue operation with if the given Resp is received.  The script is terminated normally if the Goto field is “Done”.  The script is aborted and a message printed out if the field is Abort(“message”).  The script is aborted, a message is printed out, and the script is retried once again n seconds later with a Retry(“message”,n) field.



The Resp:Goto fields are separated with a coma.  You can have up to 32 Resp:Goto pairs.  Each line of the file can be 256 characters long.  

�Any line starting with a ;, or # is a comment line.  The script starts at the first non-commented line.



Examples



The following is the default ppp-on script:





;  $1 = System Name

;  $2 = User Name

;  $3 = Password

;  $4 = Phone Number

;  $5 = Alternate Phone Number

;

; ;=========================================================



Start	“ATZ”  “OK”:Dial, TIMEOUT(5):Abort(“No Modem”)



Dial	“ATDT$4”  “CONNECT”:Done, “BUSY”:Hangup, “NO DIAL TONE”:Abort(“No Dial”) TIMEOUT(60):Hangup



Hangup	-DTR	TIMEOUT(1):Wait



Wait	“”	TIMEOUT(5):Pickup



Pickup	DTR	TIMEOUT(1):Tryagain



Tryagain	 “ATDT$5” “CONNECT”:Done, “BUSY”:Retry(“Line Busy”,60), “NO DIAL TONE”:Abort(“No Dial”) TIMEOUT(60):Retry(“No Answer”,60)





The SYS:SYSTEM\PPP-ON.SCR script.



�The “Start” line sends an “ATZ” field to the modem, causing the modem to reply with a “OK”.  If the OK is received, the script continues with the Dial line.  If the modem does not reply with an OK within 5 seconds, the script is aborted and the No Modem message is printed out.



The Dial line sends an ATDT followed by the system’s phone number to the modem, causing the modem to dial the phone.  It waits for a response of CONNECT, BUSY, or NO DIAL TONE.  If the modem does not respond at all, the script continues with the Next line.



The Hangup line resets the DTR line and waits 1 second.

 

The Wait line waits for 5 seconds and proceeds to Pickup.



The Pickup line sets DTR and waits 1 second.



The “Tryagain” line sends an ATDT followed by the system’s alternate phone number to the modem.  It waits for a response of CONNECT, BUSY, or NO DIAL TONE.  If the modem does not respond at all, the script aborts and the message “No Answer” is printed. The script will try again in 60 seconds.





��  Installing PPP

�Before loading any IPconnect NetWare modules, INET.NLM must be previously loaded.   The PPP interface is divided into two pieces, the PPP.LAN device driver and the PPPD.NLM. The PPP.LAN device driver is a ODI LAN device driver.  It appears as an Ethernet card to the TCP/IP Stack.  The PPPD.NLM module is the controlling process for PPP. 



Loading PPP.LAN

  

The PPP.LAN module is loaded just like any other LAN device driver.   From the NetWare console issue the  following command:



LOAD PPP COM=3 FRAME=ETHERNET_II



This will load the PPP driver and use the serial port on COM3.  If you are using PPP without the IPconnect Firewall, the PPPD module will automatically bind IP to PPP for you.   The PPP.LAN driver supports the following options,



COM=X�The COM port to use, where X=1,2,3 or 4.  

��PORT=YYY�The IO Port the serial port is at, YYY=3E8, 2E8, 3F8, 2F8

��INTERRUPT=Z�The Interrupt Number the serial port uses, Z=3,4,5,6 or 7.

��FRAME=ETHERNET_II�The frame type to use (use only ETHERNET_II).��

You must use either the COM option or the combination of the PORT and INTERRUPT options.



 If you are using PPP with the IPconnect Firewall issue the following command,



BIND FW TO PPP



The Firewall is now bound to the PPP interface.



Loading PPPD.NLM



The PPP.NLM module is loaded with the following command:



LOAD PPPD 



To test PPP and the connection to a remote site issue the following command:



LOAD PPPD  -test System



The PPPD module will the lookup “System” in the Phone Book file and proceed to try to connect to the remote network.  The PPPD module will not stay loaded after the test is complete.   



��  PPP Console Commands

�The PPPD modules adds three new console commands on the NetWare console.  These commands allow you to manually initiate a call, hang up on the present call, or display statistics about the current or the last call made.





Manual Calling



PPP CALL [PhoneEntry]



The Call command initiates a call to the remote network given by the PhoneEntry parameter.  If the PPP link is already in use, an error is returned.  The PhoneEntry is a valid entry in the Phone Book file.  If the Phone Entry parameter is omitted, the PPP module uses the default Phone Entry.





Terminating a Call



PPP HANGUP



The Hangup command terminates the current PPP session.  If the PPP link is not in use, an error is returned.





Call Status



PPP STATUS



The Status command returns information about the current or last successful PPP session.



Driver Debug



INET DEBUG PPP



The Debug command causes the PPP driver to display debugging information for traffic to and from the remote network through the PPP driver.





INET -DEBUG PPP



Turn off debugging information.





���  PPP Accounting

The PPPD module can provided an accounting database for every successful PPP connection made.  The accounting database is enabled with the following line in the PPPD.CFG file.



	accounting type



The accounting option supports three options, “tab” for a tab delimited file, “coma” for a coma delimited file, and “text” for a standard text file.  The default is “tab”.   The database file is specified with the following option in the PPPD.CFG file.



	accounting_file  filepath

 

The accounting_file option gives the full NetWare path to the accounting file to add accounting information to.  If this file does not exist,  PPPD will create one.





Accounting File Format



The format of the accounting file is :



	Date, Time, Entry, Length, Initiator, Destination



The Date field specifies the date the call was placed on, it has a format of MM/DD/YY.  



The Time field specifies the time of day the call was placed at, it has a format of HH:MM:SS in 24 hour time notation.  



The Entry field specifies the remote network called.  

The Length field specifies the length of the phone call, in seconds.



The Initiator field specifies the IP address of the user who requested the call. It is an IP address with a port number appended to it.  



The Destination field specifies the IP address of the Internet host the user is trying to reach. It is an IP address with a port number appended to it.



Each line in the file represents a successful call to the remote system.  









��  PPP Configuration

�When the PPPD process is started, and every time a new connection is made,  the PPPD process reads the PPPD.CFG file for it’s configuration.  The following options are available.





speed :		The baud rate to set the serial port to



Usage :	

	speed 19200





phoneentry :	The default entry in the PPP Phone Book to connect to.



Usage :	

	phoneentry  puzzle





autobind :	Automatically bind IP to the PPP driver when a connection to a remote network is made.  Do not use this option with the IPconnect Firewall.



Usage :	

	autobind





phonebook :	The default entry in the PPP Phone Book to connect to.



Usage :		

phonebook SYS:SYSTEM\PHBOOK.LST





accounting :	Specifies what type of accounting file to build.  If this line is missing, no accounting file is built.  The available options are tab, coma, space, and none.  The default is none.



Usage :	

		accounting tab





accounting_file :	Specifies the NetWare path to the accounting file to build.  The file path should be a full NetWare style path with the volume name.



Usage :	

	accounting_file SYS:SYSTEM\PPPACNT.TXT





idle-disconnect :	The number of seconds to wait before an inactive line is disconnected.



Usage :	

idle-disconnect  600



��  PPPD Configuration

�

Advanced Features of PPP.





The following are the advanced options of PPP.  You can configure a non-standard PPP client with these options.  Use great care when setting these options, the may adversely affect your PPP client.





crtscts :	Use Hardware flow control.



Usage :	

	crtscts





-crtscts :	Do not use Hardware flow control.



Usage :	

	-crtscts





modem :	Assume the serial device is a modem



Usage :	

	modem





local :		Assume the serial device is a local device.



Usage :	

	local





lcp_echo_interval :  The interval in seconds to send LCP echo requests to the remote PPP server.  This will keep the line active as long as the phone link is alive.  

	

Usage :	

	lcp_echo_interval 120





lcp_echo_fails :  The number of unanswered echo requests to allow before closing the phone line to the remote network.

	

Usage :	

	lcp_echo_fails 4





-ip :  	Disable the IP address negotiation feature of PPP.

	

Usage :	

	-ip





-ac :  	Disable the compression of the Address and Control fields

	

Usage :	

	-ac





-pc :  	Disable the compression of the Protocol fields

	

Usage :	

	-pc





-vj :  	Disable the VJ compression feature of PPP.

	

Usage :	

	-vj



-vjcomp:  	Disable the compression of the VJ connection ID field.

	

Usage :	

	-vjcomp







-am :  	Disable the async mapping feature of PPP.

	

Usage :	

	-am



�asyncmap:	Set the asyncmap string.

	

Usage :	

	asyncmap 0xE





-mn :  	Disable the magic number negotiation feature of PPP.

	

Usage :	

	-mn





-mru :  	Disable the mru packet size feature of PPP.

	

Usage :	

	-mn





escape :  	Set characters that need to be escaped.

	

Usage :	

	escape ???





bsdcomp :  	Request BSD style packet compression.

	

Usage :	

	bsdcomp





-bsdcomp :  	Do not allow BSD style packet compression.

	

Usage :	

	-bsdcomp



��� Internet Firewall

The Internet Firewall provides a means of protecting your NetWare file server and local network from unauthorized Internet Users.  It also provides a mechanism to convert your local IP addresses into your ‘legal’ Internet IP address. 



Firewall Filter



The Internet Firewall uses a packet filter to protect your local network from unauthorized Internet users.  The Firewall is placed between the PPP interface device and the NetWare TCP/IP stack.  The Firewall checks and authenticates each incoming Internet packet before passing them on to the NetWare TCP/IP stack.  The Firewall filters Internet packets based on their source, their destination, the service they are accessing, and the time of day.  A packet that is trying to access a local resource which is protected is thrown away.  This prevents the Internet user from accessing the protected service.  The Internet Firewall can be used to allow Internet users access to selected FTP and WWW servers within your local network. While, preventing those users from accessing other services and other IP clients within your network.  



The Firewall can also be used to prevent local users from accessing selected Internet sites, and services.



The Internet Firewall provides a powerful mechanism to protect your network.



Firewall IP Address Mapping



The Internet Firewall also provides a mechanism to convert IP addresses within your local network, which are not legal IP addresses, to the Internet IP address assigned to you through your service provider.  The Internet IP address can either be dedicated to you, or can be assigned dynamically through the PPP interface.



When a local user wants to access the Internet, his packets are sent through the Firewall.  The Firewall will convert his local IP address to the Internet IP address whenever his packets pass through the Internet Firewall.   Conversely, whenever a packet comes from the Internet with his allocated Internet IP address, the Firewall converts it back into the local IP address.  This allows you to limit your use one legal IP address while providing Internet access to all of your local users.





��  Internet Firewall Installation

�The Internet Firewall wall acts as a ODI LAN device driver as well as a ODI protocol stack.  The Firewall is placed between the Internet LAN device and the TCP/IP stack.  This allows the Firewall to filter incoming packets and prevent unauthorized usage of your local network.  



Loading the FW.LAN device driver



Before loading any IPconnect NetWare modules, INET.NLM must be previously loaded.  You will need to update the FW.CFG file with the IP Addresses appropriate to your network. To load the FW.LAN driver on a NetWare file server type the following command at a NetWare console:



	> LOAD FW FRAME=ETHERNET_II



This will load the FW.LAN driver.  Once the Firewall is loaded you can bind it to the Internet LAN device with the following command at a NetWare console:



	> BIND FW TO PPP



The Firewall will now receive all the TCP/IP packets that come from the Internet.  In this example the LAN device ‘PPP’ is the PPP device driver connected to the Internet which was previously loaded.   You may have to change this to the device driver your server uses to connect to the Internet network.  



The Firewall now appears as an ODI LAN device to the NetWare Server.  You can now bind TCP/IP to it.  To bind TCP/IP to the Firewall LAN driver use the following command at the NetWare file server.  The IP address you use for the Firewall Interface needs to a valid IP address for your local network, it does not need to be a valid Internet address.  This address should be on it’s own IP Network.



BIND IP TO FW ADDR=192.9.210.1 			GATEWAY=192.9.210.254



TCP/IP on the NetWare file server will start receiving the Internet traffic.  The Firewall will start filtering out Internet traffic, and mapping local IP addresses to the Internet IP addresses.  The NetWare TCP/IP stack will the route the IP packets to the correct network.



Command Syntax



The FW.LAN command has the following syntax:





LOAD FW FRAME=ETHERNET_II



�� Firewall Filter

�

The Firewall uses a set of rules to filter incoming packets from the Internet.  These rules reside in the FW.CFG file in the NetWare server’s SYS:SYSTEM directory.  As each incoming packet passes through the Firewall it is compared with each rule.  The specified action is taken if a match is found.  The rules are applied in the sequence specified in the rules file.  If a packet does not match any rule it is rejected.  Each rule contains the following items



Service�The destination service the packet is trying to reach, examples include FTP, WWW, or TELNET servers.  The default is all services.

��Action�Determines whether to ALLOW or BLOCK the incoming packet.  Each rule must have an action.

��Time�Determines the time of day this rule is in effect for.  The default is always.

��Destination�The destination client or network the packet is trying to reach. The default is everyone.

��Source�The source client or network the packet is coming from.  The default is everyone.

��Options�Options that relate to this rule.

��



The following set of rules illustrates the default Internet Firewall.  This set of rules will allow local users access to the Internet as well as keep Internet users out of your local network.







;  A Internet Firewall filter rules file



;  Service	Action	TOD	Local	     Internet

;======================================================

icmp		allow	 	;  Allow control info.

client	allow		;  Allow local users to access 

				;    the Internet

default	block		;  Block everything else.





The default SYS:SYSTEM\FW.CFG file.



A more complicated firewall may allow Internet users access to the local server 200.1.1.2, and prevent local users from using the Internet after business hours as the following file illustrates:





;  A Internet Firewall filter rules file



;  Service	Action	TOD	Local	     Internet

;=======================================================

;  Allow FTP access to ftp.acme.com 

ftp		allow	0-6:0-2400   200.1.1.2

ftp-data	allow	0-6:0-2400   200.1.1.2



;  Allow HTTP access to www.acme.com

http		allow	0-6:0-2400   200.1.1.2	



;  Allow control info.

icmp		allow   

 				

;  Allow local users to access the Internet

;  on Monday - Friday  6:30 AM to 7:30 PM 

client		allow	1-5:0630-1930		



;  Block everything else.

default		block	

			



The  SYS:SYSTEM\FW.CFG file.







�

Firewall Filters Configuration



The firewall filters have the following syntax:



SERVICE ACTION [[[TOD] LOCAL] INTERNET]



where:



Service:	The Service the rule is applied to:



	Options include:



	service    	A service listed in the ETC/SERVICES file.

	all		All TCP and UDP ports.

	client		Any TCP or UDP port greater than 1024.

	port		A TCP or UDP port number.



	This field is required.





Action :	Action to take if the rule is applied :



	Options include:



	allow		Allow the packet to pass through.

	block		Reject the packet.



	This field is required. 





Time Of Day:	The Time of Day  the rule is applied:



	Options include:



	always    	The rule is always applied.

day:time	The rule is applied only during this time

 		period.



	day		The day of the week the rule is applied. 

	first-last	A range of days the rule is applied.

		

time		The time of the day the rule is applied, in 

24 hour time notation. 

	start-end	A range of time the rule is applied.



	Examples:



	1-5:0630-1745	The rule is applied on Monday through Friday,

			at 6:30 AM to 5:45 PM.

	0:1200-1300	The rule is applied on Sunday, at Noon to 

			1:00 PM.

	0-6:000-2400	The rule is always applied.



	This field is optional.  If it is not specified, the rule applies to packets sent from all Internet sources to all local destinations at all times.





Destination:	The local client the packet is sent to:



	Options include:



	host name	The IP host name.

	IPAddress	The IP address of the destination host. 

			A 0 indicates all hosts on that 

Network segment.



	Examples:



	200.1.1.1	Our sample NetWare file server.

	200.1.1.0	All clients on the 200.1.1.0 network.

	0.0.0.0		All clients.



	This field is optional.  If it is not specified, the rule applies to packets sent from all Internet sources to all local destinations.



Source:	The Internet host the packet is sent from:



	host name	The IP host name.

	IPAddress	The IP address of the destination host..  A 0 

			indicates all hosts on that Network segment.



	Examples:



	185.30.20.	Our remote NetWare file server.

	200.1.1.0	All clients on the 200.1.1.0 network.

	0.0.0.0.		All Internet clients.



	This field is optional.  If it is not specified, the rule applies to packets sent from all Internet sources.



	Options:	Options that apply to the rule



ack	Allow only TCP/IP packets with an acknowledge 

flag set.  This prevents Internet users from initiating

connections to 	local hosts.



	log	Log any packets that this rule applies to in the 

FW.LOG file in the SYS:SYSTEM directory.  This 

allows you to track users who tried to access 

protected services.

 

	This field is optional.



�� Firewall IP Address Mapping

�The Internet Firewall also provides a mechanism to convert IP addresses within your local network which are “Internet illegal” IP addresses to a single Internet IP address assigned to you through your service provider.  This feature allows you to connect all of your local users to one ISP through a single ISP account.  Your local users will not have to have multiple accounts and multiple modem lines.



The Firewall dynamically assigns Internet IP address ports.  When a local  user first issues a packet through the Firewall he is assigned a unique Internet IP address port  The dynamic option specifies the base local address, the local submask and the time inactive connections are kept before they are released.  The following line in the FW.CFG file adds support for dynamic IP address mapping.



	local Time-out value



Dynamically assigned addresses are automatically released by the Firewall after the users Internet traffic is silent for the amount of time given by the time-out value.



The Firewall can work with the PPP interface driver to automatically detect the valid Internet IP address, or you can staticly assign one with the remote line in the FW.CFG file.



	remote    InternetAddr    InternetSubmask   Internet Gateway



The remote option specifies the Internet IP address, the Internet IP submask, and the Internet Gateway to use. This is the address and submask of the Internet IP Network the firewall is connected to. If you connect the Firewall to the PPP interface, you do not need this option.  



The following file illustrates a typical FW.CFG file.  The local option specifies the local Network IP Address the Firewall is connected to is 200.1.1.1 with a submask of 255.255.255.0.  The remote option specifies the Internet Network the Firewall is connected to is 192.9.201.3IP_ADDRS with a submask of 255.255.255.0 and the Gateway is at 192.9.201.254IP_ADDRS.  You will only need the remote option if you use the Firewall with a LAN interface driver instead of the PPP interface.  The PPP Interface driver will dynamically set this option.







; Local IP Addressing

; Local 	Time-out (Secs)

;==========================================================

local	600



; Remote IP Addressing

; Internet Addr		Submask		Gateway

;==========================================================

remote	192.9.201.3	255.255.255.0	192.9.201.254







The SYS:SYSTEM\FW.CFG file.



��  Internet Mail Server

�The MAILER module is the Internet Email server process.  This module allows your NetWare file server to act as a Internet Email gateway.  The Email gateway has four major components: 1) an SMTP mail server to receive incoming Internet mail, 2) a POP3 server to allow local users access to their incoming mailboxes, 3) an SMTP mail relay server to forward outgoing Internet mail, and 4) a POP3 reader to transfer local users mail from remote Internet hosts to the local server.



The Simple Mail Transport Protocol (SMTP) Server listens for incoming mail from local users and based on the recipients address, either places the incoming mail into the appropriate users mail box on the local NetWare file server or forwards it on to the next appropriate SMTP server.  



If a mail message is addressed to a user on the local NetWare file server, the SMTP server determines the users mailbox file and adds the mail message onto the end of the mailbox.  The users mailbox is by default in the SYS:MAIL/INET/OBJECTID file where OBJECTID is the users NetWare object ID.  The SMTP server also supports mail aliases.  If a message is addressed to a alias name, the message is redirected or copied to the user or users listed for the alias.  



Local users mail addresses are based on the local servers host name and their NetWare account “login” name.  For instance Jim Smith on the server with the “hostname”, and in the DNS domain ACME.COM, has a NetWare account called JIMSMITH.  His mail address would be jimsmith@acme.com.  When an Internet user sends mail to Jim, it is sent to the SMTP server running on the local NetWare file server and placed in Jim’s incoming mailbox. Jim would use his favorite mail

                  �reader and download the new mail messages from the mailbox through the POP3 server to get his new mail.  Since the NetWare server is always ready to receive incoming mail, Jim does not have to have his computer on to receive his mail.  The server stores his incoming mail in his mailbox until he is ready to download it.



If a mail message is addressed to a remote machine, the SMTP server places the mail message in a forwarding directory to be forwarded on later.   This allows local users to send all outgoing Internet mail to the local server where it is queued.  Then, at regular intervals, the local server connects to the ISP’s mail server and transfers all outgoing mail to it.  This can dramatically reduce your ISP connect time charges by batching and queuing all of your outgoing mail into one ISP account.



If Jim wants to send mail out to Internet users, he would address his message to rick@widget.com.  He would use his mail reader to compose and send the message.  The mail reader would be configured to always send mail to the NetWare SMTP server.  This mail would then be placed in the forwarding directory for the SMTP relay server.  The SMTP relay server would later try to connect to the widget.com mail host and transfer the mail to Rick’s mailbox on widget.com.  If the relay host server is not immediately available the transfer would fail and the message kept in the forwarding directory to be tried again later.



The Mail server can also transfer user’s mail from remote Internet mail servers to the local server.  If a user has several mail accounts on remote Internet Servers the Mail server can periodically connect to those servers and transfer his mail to the local system.  This way if Jim has two other Internet mail accounts, jim1234@ix.netcom.com and jim4ever@free.com, the Mail server could connect to those Internet Servers and transfer his mail from those mailboxes into his local mailbox.  This means all Jim has to do is read his mail from jim@acme.com and he well get all of his Internet mail. �

��  SMTP Server

�Mail Users



All users on the local NetWare server automatically have a valid Internet mail account.  This can greatly simplify creating and maintaining your users mailboxes on the server.  A user can be excluded from having a Internet mailbox by adding his name into the ALIAS file without any aliases, such as:



mike:



Mike can no longer receive Internet mail.  The SMTP mail server will act as if mike was not a local user, and will return his mail with a “No such user on this host” message.



User Aliases



When a mail message is received, the SMTP server determines whether the message is for a user on the local host or a remote host.  All local addresses are first looked up in the SYS:SYSTEM/ALIAS file.  If the address is found in this file the message is duplicated and sent to all of the users found in the address list for this alias.  The addresses can be either local users or remote user mail addresses.  Consider the following two lines in the ALIAS file:



sales:	 kathy Matthew mike mary rick@acme.com jim@acme.com

info:	george



If a message is received for sales, the SMTP server will copy this message into Kathy’s, Matthew’s, Mike’s, and Mary’s local mailboxes.   The server will also forward the message onto rick@widget.com and jim@acme.com.  



By convention all Internet mail servers have a user address for postmaster.  This allows remote machines to contact the system administrator of the mail server to return undeliverable mail or report problems with the local mail server.



Below is a sample ALIAS file





;  A SMTP server ALIAS file



;  Required for Internet mail servers.

;========================================================

;  Send all mail message to postmaster onto supervisor postmaster:	supervisor	



;  Local aliases.

;========================================================

;  Send sales inquiries to jim and bob!

sales:	jim bob

		

:  Send bill’s mail to the remote office.

bill: bill@remote.office.acme.com	



;  Groups

;========================================================

marketing:		mary tom harry

staff:			ellen sally pete

remote_office:	bill john tom tim

everyone:	





�Using this alias file, if an incoming mail message is addressed to sales, the message is sent to both jim and bob.  A incoming message addressed to “bill” will be forwarded to bill’s mailbox on the remote.office.acme.com machine.  A incoming message addressed to “everyone” is sent to all users listed in the staff, marketing, and remote_office groups.  



Care must be taken to insure that there are no mail loops in the alias file.  For instance, if the alias file on remote.office.acme.com aliases bill to bill@acme.com then any mail addressed to bill will be caught in a mail loop.  The mail will be returned to the sender as undeliverable.



Mail Groups



After the alias file is referenced and the recipient is not a local user, the Mail server checks the local user groups on the NetWare file server.  If the recipient is a NetWare user group, the message is sent to all of the NetWare users in that group. If the NetWare group “notices” includes jim, bob, mary and bill, messages sent to notices@acme.com will be sent to local users jim, bob, mary, and bill.  All users groups on the NetWare server automatically act as mail groups.  A group can be excluded from being a valid mail group by adding the group name into the ALIAS file without any aliases, such as:



everyone:



The group everyone will no longer act as a mail group.



Unknown Users



If after the alias file is checked, and the NetWare groups are checked, the recipient is still unknown, the mail can be forwarded on to a selected local user.  This allows you to have a backup account in case Internet 

�users send mail to a user not yet assigned an mailbox.  For instance, you could specify the unknown user account to be “bill”.  If someone sends mail to noone@acme.com it will be delivered to bill’s mailbox.  To specify the unknown user account add the following line to your mailer.cfg file,



	unknown_user = “bill”



�

Server Configuration



When the MAILER server is started (and every time an incoming mail message is received), the SMTP server reads the SYS:SYSTEM/MAILER.CFG file for it’s configuration.



The SMTP server has the following options:





smtp_logfile :	 The file to log SMTP events to.



	smtp_logfile =‘LOG_FILE’



 where :

	LOG_FILE is the name of the file to log SMTP events to.   

 

default :

	smtp_logfile = ‘SYS:SYSTEM/MAILER.LOG’





mail_directory :  The directory the user mailboxes are located in.



	mail_directory = ‘MAIL_DIR’



where :   MAIL_DIR is the full NetWare directory path where the         user’s mailboxes are kept.

 

default :

	mail_directory = ‘SYS:MAIL/INET’





fwd_directory :	 The directory forwarded mail is queued.



	fwd_directory = ‘FWD_DIRECTORY’



 where :

	FWD_DIRECTORY is the full NetWare path to the directory forwarded mail is queued.

 

default :

	fwd_directory = ‘SYS:MAIL/INET/FORWARD’





alias_file :	 The file the SMTP user aliases are located in.



	alias_file = ‘ALIAS_FILE’



 where :

	ALIAS_FILE is the name of the SMTP alias file.

 

default :

	alias_file = ‘SYS:SYSTEM/ALIAS’





postmaster :	 The NetWare user account to use as the Internet postmaster.



	postmaster = ‘USER_NAME’



 where :

	USER_NAME is the NetWare user account to send mail addressed to the postmaster to.

 

default :

	postmaster = ‘SUPERVISOR’





unknown_user :	 The NetWare user account to redirect mail addressed to an unknown user.



	unknown_user = ‘USER_NAME’



 where :

	USER_NAME is the NetWare user account to send mail addressed to the unknown user names too.

 

default :

	unknown_user = ‘’



�relay_host :	 The Internet host to send relayed mail to.



	relay_host = ‘RELAY_HOST



 where :

	RELAY_HOST is the Internet host to send relayed mail to. Typically this would be set to your Internet Service Provider.



performance:

	Since any DNS name translation will cause the PPP driver to connect to the default ISP, it is recommended that the Remote Mail Host field be set to an IP address in the typical IP Dot notation.  Or, that the Remote Mail Host name be in the local SYS:ETC/HOSTS file.



default :

	relay_host = ‘’





use_relay :	 Use the relay host to send mail.



	use_relay = boolean



 where :

	boolean is TRUE or FALSE.  If set to true, SMTP will send mail not addressed to it, to the relay host server.  If set to false, SMTP will send mail to the destination host.



default :

	use_relay  = false





fwd_delay :	 The delay to use before sending forwarded mail.



	fwd_delay = timeout



 where :

	timeout is the number of seconds to wait before sending forwarded mail to the relay host.



default :

	fwd_delay  = 600







smtp_timeout :	 The time to wait before clearing an inactive connection.



	smtp_timeout = timeout



 where :

	timeout is the number of seconds to wait before disconnecting an inactive SMTP connection.



default :

	smtp_timeout  = 300





log_transfers :	 Log all mail message transfers to the SMTP log file.



	log_transfers = boolean



 where :

	boolean is TRUE or FALSE.  If set to true, SMTP will log all SMTP mail transfers to the SMTP log file.  If set to false, SMTP will not log mail transfers.



default :

	log_transfers  = false





log_connections :	 Log all SMTP connection requests to the SMTP log file.



	log_connections = boolean



 where :

	boolean is TRUE or FALSE.  If set to true, SMTP will log all SMTP connection requests to the SMTP log file.  If set to false, SMTP will not log SMTP connection requests.



default :

	log_connections  = false





smtp_port :	 The TCP port the SMTP server listens on.



	smtp_port = value



 where :

	value is a decimal number.  This determines the TCP port the SMTP server listens on.   This should only be changed for non standard SMTP servers.

 

default :

	smtp_port = 25





smtp_relay_port :	 The TCP port the SMTP relay server connects to.



	smtp_relay_port = value



 where :

	value is a decimal number.  This determines the TCP port the SMTP relay server connects to.   This should only be changed for non standard SMTP servers.

 

default :

	smtp_relay_port = 25





host_aliases :	 Other host names the mail server should consider as local hosts.



	host_aliases = ‘alias list’



 where :

	alias list  is a list of host names the SMTP server should consider as local hosts.  In the example below, the local server would consider mail to mailer, acme.com, and widget.com as this local machine.

 

example:

	host_aliases = ‘mailer acme.com widget.com’



default :

	host_aliases = ‘’

��  POP3 Server

�The Post Office Protocol (POP) server enables PC users to retrieve new incoming mail from the NetWare Internet mail server.  When mail arrives at the SMTP server for a NetWare User, SMTP appends the new mail message on the user’s incoming mailbox.  The POP3 server allows the user to transfer the incoming mail to his local machine.  



Since the incoming mail is kept on the local file server, the Local user does not have to always have his computer on and ready to accept new mail.  The POP3 server allows the local user to check for new mail at his convenience.  Typically, mail readers would be configured to check the POP3 mail server at specified intervals.  If new mail is available for the user, then the POP3 mail server downloads the new mail to the user.  The user’s mail reader then displays the new mail message to him.



POP3 Security



Before a user is allowed to access his incoming mailbox, the user must provide a valid NetWare user password for his account.  This protects his mail from unauthorized access.  



WARNING : 	

The users passwords are not encrypted over the network.  This exposes your NetWare users password on the network.  For this reason, the POP3 service should only be allowed for local users on the local networks.  To do this, configure your Internet Firewall to deny access to the POP3 server from all Internet users.



�

POP3 Server Configuration



When the MAILER server is started as well as every time a user connects to the POP3 server, the server reads the SYS:SYSTEM/MAILER.CFG file for it’s configuration.



The POP3 server has the following options:





pop_logfile :	 The file to log SMTP events to.



	pop_logfile = ‘LOG_FILE’



 where :

	LOG_FILE is the name of the file to log POP3 events to.   

 

default :

	pop_logfile = ‘SYS:SYSTEM/MAILER.LOG’





pop_snd_timeout :	 The send timeout value.



	smtp_timeout = timeout



 where :

	timeout is the number of seconds to wait while sending a mail message to a user before disconnecting an inactive POP3 connection.



default :

	pop_snd_timeout  = 300







pop_rcv_timeout :	 The receive timeout value.



	pop_rcv_timeout = timeout



 where :

	timeout is the number of seconds to wait while receiving POP3 commands from a user before disconnecting an inactive POP3 connection. 



default :

	pop_rcv_timeout  = 600





pop_port :	 The TCP port the POP3 server listens on.



	pop_port = value



 where :

	value is a decimal number.  This determines the TCP port the POP3 server listens on.   This should only be changed for non-standard POP3 servers.

 

default :

	pop_port = 110





pop_reader :	 Enable the POP3 Mail Reader to transfer user’s mail from remote systems to the local system.



	pop_reader = value



 where :

	value is either true or false.

 

default :

	pop_reader = false



�� SMTP Relay Server

�When a mail message sent to the SMTP server is addressed to a remote machine, the SMTP server places the message in the forwarding queue.   The SMTP Relay server will send the mail to it’s relay host, typically your ISP’s Mail server.   If the destination is not on-line or the route is not reachable, the mail remains queued on the local server until the server is available.



Local users can configure their mail readers to send Internet mail to the NetWare file server.   This mail is then queued on the local server until it can be sent to the relay host server.  This allows local users to send mail to any Internet user at anytime without causing the PPP connection to start.



SMTP and PPP



The SMTP mail server is tightly integrated into the PPP device driver.  If the PPP connection is not up when the SMTP server starts to transfer mail, it will initiate the phone call to the SMTP relay server and when the transfers to that system are finished, the SMTP server will terminate the PPP session.  If the PPP connection is already connected to a different network than the default PPP entry, the SMTP server will delay the connection until the next mail interval.  



Configuration



When the MAILER process is started, and every time the SMTP relay host checks for forwarded mail, the SMTP relay host reads the MAILER.CFG file for it’s configuration.  The following options are available.







rm_mail_time:  The number of days to wait before returning mail that can not be sent.



	rm_mail_time = timeout



 where :

	timeout is the number of days to wait before returning mail that can not be sent.



default :

	rm_mail_time = 7

��  POP3 Mail Reader

�The POP3 Mail Reader downloads user’s email messages from remote POP3 mail boxes to users local mail boxes.  This feature is called Mail MagicTM and allows users to have several Internet email accounts, yet still have only one POP3 account.  The POP3 Mail Reader will transfer the user’s email from the remote accounts, to the local server here.



As an example, if Tim has three Internet email addresses, Tim@acme.com, Tim5467@ix.netcom.com, as well as 2356.123933@compuserv.com, the POP3 Mail Reader can transfer Tim’s mail from netcom and CompuServe directly to Tim’s mailbox on the NetWare server. 



To enable the POP3 Mail reader, add the following lines to the mailer.cfg file:



	pop_reader = true



This enables the POP3 mail reader, and instructs it to check for new mail every 1800 seconds, 30 minutes.  Then every 30 minutes, the POP3 reader, reads the pop3r.cfg file for a list of user accounts to download mail from.  The format of the pop3r.cfg file is:



LocalUser  RemoteServer  RemoteUserName  RemotePassword  [PhoneBookEntry]



LocalUser is the user’s account name on the NetWare file server.  This is where the transferred mail will be placed.  The entry “.” Instructs the POP3 reader to transfer mail from the remote server and automatically determine which local user to place the mail into.



RemoteServer is the IP address or IP Host name of the POP3 mail server where the users mail box is.



RemoteUserName is the account name to use to log into the POP3 mail server with.



RemotePassword is the account’s password to use to log into the POP3 mail server with.



PhoneBookEntry is the phone book entry the PPP dialer should call to connect to the POP3 mail server.  This field is optional, if it is not given the default PPP network is used.



The example pop3r.cfg file below illustrates a typical reader file:



;  POP3 Mail Reader file.

;

; 			Remote		Remote		Remote	    Phonebook

; Local User	MailHost	UserName	Password   Entry

;=============================================================

tim		mail3.netcom.com	tim5467	mypasswd

george	mail3.netcom.com	geo1933	hispasswd

sales	mailer.sales.acme.com	acme	ourpasswd

.		mail.bbn.com        acme         acmepw

tim		mail.compuserv.com	2356.12393	apples     compuserv





An example SYS:SYSTEM\POP3R.CFG file



With this example, the POP3 Mail reader will transfer mail from tim5467@mail3.netcom.com to Tim’s local account, then transfer mail from geo1933@mail3.netcom.com to George’s local account, then transfer mail from acme@mailer.sales.acme.com to sales’ local account.  



The “.” entry causes the POP3 Mail reader to transfer mail from the remote mail box into the appropriate user’s mailbox on the local system.  You can use the “.” entry to download your entire domain’s mail from your ISP to your local users.  



Then the POP3 Mail reader prompts the PPP dialer to call compuserv and get Kim’s compuserv mail.



Performance:

Since any DNS name translation will cause the PPP driver to connect to the default ISP, it is recommended that the Remote Mail Host field be set to an IP address in the typical IP Dot notation.  Or, that the Remote Mail Host name be in the local SYS:ETC/HOSTS file.



POP3R.CFG format



The format of the pop3r.cfg file is:



LocalUser  RemoteServer  RemoteUserName  RemotePassword  [PhoneBookEntry]





Local User :	The NetWare name of the user to transfer mail for.  All mail will be transferred into this user’s local mailbox.



username	The NetWare account name for whom the mail will be transferred from the remote host to this NetWare server.  A value of “.” causes the POP3 reader to transfer mail to the mail recipient’s local mailbox.



This field is required. 





Remote Server :	The Name of the remote server the user’s remote mailbox is on.



RemoteServer 	The Internet name of the POP3 mail server the users mail is located on.



This field is required







Remote UserName :	The user’s account name on the remote server.



RemoteUser 	The name of the account on the remote machine.



This field is required







Remote Password :	The user’s account password on the remote server.



RemotePassword 	The password to use to log into the remote POP3 server.



This field is required







Phone Book Entry :	The entry in the phone book the PPP dialer should use to access the remote system



PhoneBookEntry 	The entry in the phone book to use to access the remote server.



This field is optional, and requires the PPP module and PPPD dialer be available on the local server.  The phone book is located at SYS:SYSTEM/PHONE.LST.





�

POP3 and PPP



The POP3 mail reader is tightly integrated into the PPP device driver.  If the PPP connection is not “up” when the POP3 reader starts to transfer mail, it will initiate the phone call to the target network and when the transfers to that system are finished, the POP3 server will terminate the PPP session.  If the PPP connection is already connected to a different network than the specified entry, the POP3 server will delay the connection until the next mail interval.  



�� Full Domain Mail Transfer

�If your mail server is connected to the Internet through a dial-up PPP connection, your local mail server cannot act as the incoming mail server for Internet users.  Internet users would not be able to connect to your local server to transfer mail when the PPP link is not up.  But your ISP’s mail server cannot act as your mail server either because you would need to manage your user accounts on the ISP server, creating a security problem.  The POP3 mail reader can overcome these problems by having the ISP server act as your incoming mail server by putting all of the mail destined for your domain in one POP3 mailbox.  IPconnect’s POP3 mail reader can then transfer the mail from the ISP’s POP3 account to the local users on the local server.



The advantage of using the ISP mail server as your incoming mail server is that the ISP’s mail server is always ready to receive incoming mail.  When the ISP mail server receives mail destined for your domain, it puts it into a single POP3 mailbox regardless of the user portion of the recipient.  The ISP mail server does not check the user portion of the mail recipient; it treats all mail for your domain as one POP3 account.



The IPconnect POP3 mail reader can then transfer all mail from the ISP mail server to the local users.  This allows you to control user accounts locally without having to manage mail accounts with your ISP. 



To have the IPconnect POP3 mail reader transfer the domain’s mail add the following line into your POP3R.CFG file,



;  POP3 Mail Reader file.

;		    Remote		Remote		Remote     Phbook

; Local User  Mail Host	UserName	Password   Entry

;=============================================================

.		mail3.netcom.com	tim5467	mypasswd





The local user of “.” informs the POP3 mail reader to treat the incoming mail as the domain’s mail and resolve the recipients  addresses as if the mail was send directly to the SMTP mail server.



ISP Sendmail Configuration



To have the ISP’s mail server act as your domain mail server you will need to have your ISP add the following code lines into his sendmail.cf file.  The examples below assume the domain is for “acme”, you will want to change this to be correct for your domain.





####  Format of Headers

####  Add one additional header line,  Places the 

####  incoming recipient’s address in the X-Envelope-To

####  field.

H?A?X-Envelope-To: <?h>





This header is added to all mail messages sent to the remote domain.  You may use a different header variable name instead of ?A?, if you change the rules section as well.





####  Rewriting rules

####  Add one additional rule,  Check all incoming mail 

####  to see if it should go to the remote mail server 

####  via POP3.

Macme, P=/bin/mail, F=rsDFMnPA, S=10, R=20, A=mail -d $u





This rule sends all mail that passes the rule test below to the remote server’s mail box.  Rule set 10 and 20 are assumed to be null rules.  You must use the header flag in the flags field to add the X-Envelope-To header field,  the header flag name used is A, you can use a different flag name by changing this flag and the above header name.





####  Rule set 0

####  Add one additional test,  Check all incoming mail to 

####  see if it should go to the remote mail server

####  via POP3.

R$*<@acme.com>$*    $#acme   $@$1@acme.com$2  $:acme





This will check all incoming mail.  If mail is sent to anyone at acme.com, then the mail is delivered with the mail delivery agent acme and changes the local users name to “acme”.    All mail sent to the domain acme then ends up in one mailbox, “acme”.  The mailbox can have a different name by changing the $:acme field to $:MailboxName.





�MAILER Server Installation

�Before loading any IPconnect NetWare modules, INET.NLM must be previously loaded.  To load the MAILER server module on a NetWare file server type the following command at a NetWare console.



> LOAD MAILER



The SMTP, POP3, SMTP relay, and POP3 reader servers are now loaded and ready to go.





��� NDS Support

The INETNDS module adds support for NDS to all of the IPconnect modules.  By loading the INETNDS module, the Internet Mailer can now receive mail for all of your NDS users, no matter what directory tree they may be in.  NDS Users can now receive mail based on their NDS name in the default context or they may receive mail based on their full context name.   If the default NDS context is set to acme.sales, the user mike can receive mail based on his default name “mike@acme.com”  or full NDS name, “acme.sales.mike@acme.com”.  Note, that the NDS name is not case sensitive.



NDS-based user groups (NetWare 4.x) are also supported and appear just as Bindery-based Mail groups (NetWare 3.x).



Installing NDS Support.



Before loading any IPconnect NetWare modules, INET.NLM must be previously loaded.  To load the NDS support module on a NetWare file server type the following command at a NetWare console.



LOAD INETNDS [DefaultNDSContext]



The optional parameter DefaultNDSContext specifies the default NDS context to use for unqualified user names.  If this parameter is missing the server’s bindery emulation context is used as a default.

�

�	IPX Tunnel

�The IPX Tunnel allows NetWare client workstations to communicate with TCP/IP clients over an IPX Network.  The IPX Tunnel needs to be loaded on the NetWare clients as well as on the NetWare file server.  IPXT acts as an ODI network device driver to pass the TCP/IP packets through the IPX Tunnel.  The TCP/IP packets are wrapped in an IPX envelope and passed through the network as an IPX packet.



You can use the IPXT Tunnel to keep from installing TCP/IP support on your local networks and routers.  



The entire IPXT Tunnel appears as one logical IP network.  This will ease IP addressing concerns because each IPXT client will have the same IP Network number even if they are on separate physical networks.  



The IPXT Tunnel will let your NetWare clients use WINSOCK compliant Windows applications without having to provide TCP/IP networking support on your local network.  

��  IPX Tunnel Client Installation

�The IPXT.EXE is a standard DOS ODI device driver.  You load the IPXT device driver as you would load any other DOS ODI device driver.  When you start the IPXT device driver, you specify the name of the NetWare server that is acting as the IPXT server.  When the IPXT driver is loaded it connects to the IPXT server and opens a communication channel with the TCP/IP network.  Any TCP/IP packet sent through this driver will be wrapped in an IPX packet and sent to the IPXT server. The IPXT server will unwrap it  and send it out to the TCP/IP network.



The IPXT device driver can be used with any DOS or Windows TCP/IP stack.  Simply load the IPXT device driver first, and then bind the TCP/IP stack to the IPXT device driver.  



Loading The IPXT.EXE Device Driver



To load the IPXT.EXE device driver at the NetWare client workstation run the setup program from the IPconnect directory.   This will copy the IPXT.EXE file to the C: drive, and modify the AUTOEXEC.BAT and NET.CFG files.  You will need to add the following lines to the workstation’s AUTOEXEC.BAT file.



	C:\IPXT NWSERVER



The NET.CFG should have the following entries added,



	Link Driver IPXT

		Frame Ethernet_II

		PROTOCOL IP  000000000800 ETHERNET_II

		PROTOCOL ARP 000000000806 ETHERNET_II



Once the driver has been installed and the AUTOEXEC.BAT and NET.CFG files have been modified, reboot the workstation and install your TCP/IP stack.  TCP/IP stacks that support an ODI Network interface are now ready to install.  For TCP/IP stacks that support a “Clarkson” packet driver, you will need to add the following line into your AUTOEXEC.BAT file after the IPXT driver is loaded.



	C:\ODIPKT MLID=IPXT



Command Syntax



The IPXT.EXE command has the following syntax:



IPXT [/S #] [/U] NWSERVER



/S #�An Alt. IPXT Socket Number��/U�Unload IPXT��NWSERVER�The name of the IPXT Server.��

���   IPX Tunnel Server Installation

The IPXT.LAN is a standard NetWare OS LAN ODI device driver.  You load the IPXT device driver as you would load any other NetWare LAN ODI device driver. This creates a virtual network within your IPX network.  Once the IPXT LAN driver is loaded you can bind the TCP/IP stack to it.



Loading the IPXT.LAN device driver



Before loading any IPconnect NetWare modules, INET.NLM must be previously loaded.  To load the IPXT LAN driver on a NetWare file server type the following command at a NetWare console.



	> LOAD IPXT FRAME=ETHERNET_II



This will load the IPXT LAN driver and allow TCP/IP to bind to it.  To bind TCP/IP to the IPXT LAN driver use the following command at the NetWare file server.



	> BIND IP TO IPXT ADDR=200.1.1.1



TCP/IP on the NetWare file server will start receiving the IPX Tunnel traffic.  The TCP/IP stack will the route the incoming IP packets to the correct network, or process.



Command Syntax



The IPXT.EXE command has the following syntax. 



LOAD IPXT FRAME=ETHERNET_II
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